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Name 
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"K-6" 
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"7-12" 

Anonymizer 

An intermediary which prevents websites from seeing a 
user's Internet Protocol (IP) address. Anonymizers are often 
used to circumvent company network acceptable use 
policies to potentially hide non-appropriate behavior, 
however in the home setting they may be used to provide 
additional layers of anonymity and protect privacy. 
Examples: http://www.anonymizer.com, 
http://www.megaproxy.com, http://www.hidemyass.com 

Block Block Block 

Botnets 
Sites that use bots (zombies) including command-and-
control sites. 

Block Block Block 

Gambling 

This category includes URLs that allows users to place 
wagers or bets online or provide gambling-related software. 
This includes, but is not limited to online casinos, betting 
pools, sports betting, lotteries, and sites that are relevant to 
such activities. Examples: http://www.silverdollar.com, 
http://www.desertdollar.eu, http://www.tnlottery.com 

Block Block Block 

Games 

A game is an activity that provides entertainment or 
amusement. A game can be played solo or with a large 
group of people. Games can be played with or without 
structured rules depending on the game. Games generally 
challenge the mental and physical prowess of the person 
who is gaming. Examples: http://videogames.yahoo.com, 
http://www.megagames.com 

Warn Warn Warn 

Greeting Cards 

This category includes URLs that allow people to send and 
receive digital greeting cards via the Internet. These sites 
are used in the same way that people use conventional 
greeting cards (e.g. birthdays or holidays). They present a 
risk as sensitive or proprietary information may be leaked, 
or messages could contain objectionable information, 
malware, or harmful file attachments. Examples: 
http://www.americangreetings.com 

Warn Warn Warn 



URL Category 
Name 

URL Category Description - Red = Categories that 
will be blocked, Yellow = Categories that users will 
see a warning screen and must click yes to 
continue onto website, Green = Categories  that 
will be fully allowed Teachers 

Students
"K-6" 

Students 
"7-12" 

Hacking 

This category includes URLs that provide how-to 
information or otherwise enable fraud, crime, or computer-
oriented malicious activity. This includes, but is not limited 
to sites that contain root kits, scripts or other software that 
can be used to compromise other computers, or otherwise 
illegally manipulate electronic devices. 

Block Block Block 

Illegal / 
Questionable 

This category includes URLs that either directly distribute or 
provide information on obtaining illegally distributed 
software, music, or film. This also includes, but is not limited 
to, illegal license key generators, software cracks, and serial 
numbers. Examples: http://www.cheathouse.com 

Block Block Block 

P2P File Sharing 

Short for Peer-to-Peer. A Peer-to-Peer (or P2P) computer 
network is a network that relies primarily on the computing 
power and bandwidth of the participants in the network 
rather than concentrating it in a relatively low number of 
servers. P2P networks are typically used for connecting 
nodes via largely ad hoc connections. Such networks are 
useful for many purposes but have different impact on end 
users and the Enterprise. File sharing, containing audio, 
video, data or anything in digital format is very common as 
well as realtime data, such as telephony traffic, is also 
passed using P2P technology. Examples: 
http://www.imesh.com 

Block Block Block 

Phishing 

This category includes URLs that typically arrive in emails 
and are established only to steal information from users. 
These sites falsely represent themselves as the website of a 
legitimate company in order to obtain user account 
information that can be used for fraudulent and/or illegal 
purposes. 

Block Block Block 

Pornography 

This category includes URLs that contain materials that are 
intended to be sexually arousing or erotic. This includes 
fetish pages, animation, cartoons, stories, and child 
pornography.Examples: xvideos.com, sex.com. 
 
 

Block Block Block 



URL Category 
Name 

URL Category Description - Red = Categories that 
will be blocked, Yellow = Categories that users will 
see a warning screen and must click yes to 
continue onto website, Green = Categories  that 
will be fully allowed Teachers 

Students
"K-6" 

Students 
"7-12" 

Software 
Downloads 

This category includes URLs that provide legal 
downloadable software for personal computers. Not all 
software available on the Internet is appropriate for use 
inside a secured network. The category is meant to cover 
the risks associated with downloading and installing 
unapproved software inside the secure network. Examples: 
http://www.top-of-software.de, http://www.tucows.com 

Warn Block Block 

Spam Sites that have been promoted through spam techniques Block Block Block 

Spyware / 
Malicious Sites 

This category includes URLs that deploy code specifically 
designed to hijack you computer activity or change the 
settings on your computer to undesirable or less secure 
settings. This can include, but is not limited to self-installing 
applications (a.k.a. Drive-by executable file downloads), 
Trojan horses, and viruses that exploit security 
vulnerabilities in browsers or other applications. 

Block Block Block 

Tasteless 

This category includes URLs that contain content that can 
be considered tasteless, gross, or gruesome. This includes, 
but is not limited to tasteless humor, bodily excretory 
functions, graphic photos that contain wounds or blood, 
extreme body modification (cutting, branding, genital 
piercing), or graphic depictions of inhumane animal 
treatment. 

Block Block Block 

URL Filtering 
Sites that have been categorized by Check Point URL 
filtering service 

Block Block Block 

Web 
Advertisements 

Displays third-party advertising in pop-ups, pop-unders, 
interstitials, sliders, daughter consoles and any other 
windows that the software opens on the users' desktops 
which are not part of internet content that users directly 
choose to visit or view. Examples: http://ads.bomis.com, 
http://www.adclicks-agent.de 

Block Block Block 

Alcohol 

This category includes URLs that are related to the sale, 
promotion, or consumption of alcoholic beverages, 
including beer, wine, and hard liquors. This also includes 
sites that contain cocktail recipes and home brewing 
instructions. Examples: http://www.wine.com, 
http://www.smokers.com, 
http://www.finckcigarcompany.com 

Warn Block Block 
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Child Abuse 
Sites that portray or discuss children in sexual or other 
abusive acts. 

Warn Block Block 

Hate / Racism 

This category includes URLs that provide information that 
encourage oppression of a specific group of people. This 
includes, but is not limited to promoting (either explicitly or 
implicitly) an agenda against groups based on race, religion, 
nationality, gender, age, disability, or sexual orientation. 
This category also includes political parties that have a hate-
based agenda. Examples: http://www.kkkk.net 

Warn Block Block 

Illegal Drugs 

This category includes URLs that provide information on the 
purchase, manufacture, and use of illegal or recreational 
drugs. This includes, but is not limited to, information 
related to drug paraphernalia (displaying, selling, or 
detailing the use of), tips on legal highs (e.g. using non drugs 
or misusing legal drugs), or abuse of other legal substances. 
Examples: http://www.hightimes.com 

Warn Block Block 

Instant Chat 

Ability to make a connection to other clients and send 
Instant Messages through a web or client side interface. 
Examples: http://www.icq.com/download/, 
http://messenger.yahoo.com 

Warn Block Block 

Instant 
Messaging 

Also called Chat Programs. These applications are installed 
on a PC by a user, and allow immediate chats between 
other users of the program. Some of these programs also 
allow audio or video conferencing as well as the ability to 
execute file transfers. 

Warn Block Block 

Media Sharing 

Applications used to combine audio and visual media for 
the purpose of communicating. Multimedia applications are 
largely used in entertainment and advertising. Examples: 
http://www.flickr.com, http://www.webshots.com, 
http://images.search.yahoo.com, http://images.google.com 

Warn 
 

Warn Warn 
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Media Streams 

This category includes URLs that provide streaming audio or 
video, e.g. Internet radio, Internet TV stations, or 
Podcasting. This category is intended to cover audio and/or 
video that use significant amounts of bandwidth. Audio or 
Video streams with potentially offensive material will also 
be categorized with the relevant category (e.g. Intimate 
Apparel/Swimsuit, Nudity, Tasteless). Examples: 
http://www.napster.com, http://www.youtube.com, 
http://www.mp3.com 

Warn Block Warn 

Nudity 

This category includes URLs that include non-pornographic 
images of the bare human body like those that may be 
found in classic sculpture and paintings or medical images. 
Examples: nude--photos.com, sexy-bikinis.com 

Warn Block Block 

Personals / 
Dating 

This category includes URLs that provide networking for the 
purpose of online dating, match-making, escort services, or 
introductions to potential spouses. These sites allow for the 
exchange of personal information and facilitate real-time 
communication. These sites may allow contact with 
undesirable parties and member profiles may contain 
objectionable information. Note that some social 
networking sites also include dating functions, but it is not 
their primary focus. Those sites will not be included in the 
Personals/Dating category. Examples: 
http://www.match.com, http://www.dating.com, 
http://www.loveme.com 

Warn Block Block 

Political / 
Activist Groups 

This category includes URLs covering political parties, 
individuals in political life, and opinion on various topics. 
Examples: http://www.texasgop.org/site/PageServer, 
http://www.antifaschistische-nachrichten.de 

Warn Block Warn 

Sex 

This category includes URLs that contain sex related content 
such as pornography or nudity. Examples: 
http://www.hustler.com, http://www.victoriassecret.com, 
http://www.eroticwriting.co.uk 

Warn Block Block 

Sex Education 

This category includes URLs that provide descriptions or 
depictions of sexual acts, but is primarily intended for 
educational purposes and not intended to be arousing or 
erotic. Examples: http://www.sexualhealth.com 

Warn Block Warn 
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Shopping 

This category includes URLs that specifically sell products or 
services or advertise the means by which products or 
services can be obtained. Many online shipping sites pose a 
risk to users by offering access to items that would normally 
be filtered under other categories such as Pornography, 
Weapons, or Violence. Examples: http://www.ebay.com, 
http://amazon.com 

Warn Block Warn 

Social 
Networking 

Social networking is a method to link communities of people 
together in some fashion, usually by software. The 
software, though varies from network to network usually 
gives users the ability to share and upload photos, videos 
and bookmarks, blog, message friends, link with or make 
new friends.  Examples: http://www.linkedin.com, 
http://www.facebook.com, http://www.myspace.com 

Allow Block Warn 

Violence 

This category includes URLs that contain real or lifelike 
images or text that portray, describe, or advocate physical 
assaults against humans, animals, or institutions (for 
example: depictions of war, suicide, mutilation, 
dismemberment). Examples: http://www.2violent.com 

Warn Block Block 

Weapons 

This category includes URLs that provide information about 
weapons either for military or personal use. This can 
include, but is not limited to purchasing, making, modifying, 
or using weapons and includes both lethal weapons like 
guns, knives, or swords, and non-lethal weapons like 
paintball guns. Ammunition, explosives, and weapon 
accessories are also included in this category. Examples: 
http://www.gunaccessories.com, 
http://www.zmweapons.com, 
http://www.galleryofguns.com 

Warn Block Block 

Art / Culture 

This category includes URLs that contain virtual art galleries, 
artist sites (includes sculpture and photograph), and other 
cultural topics like museums, ethnic customs, and 
country/regional customs. URLs that contain potentially 
offensive material will also be categorized with the 
appropriate category (e.g. Nudity). Examples: 
http://www.polkmuseumofart.org, http://www.matsuoka-
museum.jp 

Allow Allow Allow 

Blogs / Personal 
Pages 

This category includes URLs where users post or edit 
content quickly and spontaneously. This includes, but is not 
limited to blogs and wikis. The category is meant to cover 
the risks associated with content that changes frequently 
according to user activity as it may range from harmless to 
offensive. 

Allow Warn Warn 
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Business / 
Economy 

This category includes URLs that provide business-related 
information. This includes corporate overviews, business 
planning, and strategies as well as information, services, or 
products that help other businesses plan, manage, or 
market their enterprises. Examples: http://www.cat.com, 
http://www.goodyear.com, http://www.efax.com 

Allow Allow Allow 

Computers / 
Internet 

This category is intended to cover websites related to 
computing software and hardware, as well as Internet and 
technology-related companies. This includes, but is not 
limited to vendors, product reviews, and deployment and 
maintenance of software and hardware. This also includes 
addons such as scripts, plugins, drivers, peripherals, and 
other equipment used in conjunction with computers and 
networks. Examples: http://www.archive.org, 
http://www.verisign.com, http://www.limewire.com, 
http://www.w3schools.com 

Allow Allow Allow 

Education 
This category includes home pages of colleges, universities, 
and K-12 schools. Examples: http://www.wikipedia.org, 
http://www.berkeley.edu, http://www.biology-online.org 

Allow Allow Allow 

Email 
Webmail is e-mail that is accessed via a web browser. 
Examples: http://mail.live.com, http://mail.yahoo.com, 
http://www.gmail.com 

Allow Allow Allow 

Entertainment 

This category includes URLs that provide information about 
the entertainment industry. This includes, but is not limited 
to, cinema, theater, music, television, infotainment, 
entertainment industry gossip, sites about actors and 
musicians (including fan clubs), and horoscopes. Examples: 
http://www.hollywood.com, http://disney.go.com, 
http://www.cinemasource.com/cinemasource/media.htm 

Allow Allow Allow 

Fashion 
Sites concerning fashion. Includes product reviews, 
comparisons, and general consumer information. 

Allow Allow Allow 
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Financial 
Services 

This category includes URLs that provide financial 
information or access to online financial accounts. This 
includes, but is not limited to personal or business related 
banking, money management, tax consulting, mutual funds, 
credit cards, credit unions, insurance, or other financial 
publications and services. Examples: 
http://www.marketwatch.com, http://www.paypal.com, 
http://www.bankofamerica.com/index.cfm, 
http://www.etrade.com 

Allow Allow Allow 

Government / 
Legal / Military 

This category includes URLs with content maintained by 
governmental organizations (e.g. government branches or 
agencies, police departments, fire departments, military 
branches or armed services) and supranational 
organizations such as the United Nations or the European 
Community. Sites maintained by non-governmental entities 
that provide information about government, military 
branches, or armed services are also included. Examples: 
http://www.ca.gov, http://www.army.mil, 
http://www.gc.ca 

Allow Warn Warn 

Health 

This category includes URLs that cover health-related 
information and health care services. This category includes 
URLs that cover health-related information and health care 
services. This includes, but is not limited to physical or 
mental wellbeing, diet, nutrition, fitness, parenting, health 
insurance, hospitals, clinics, and Physicians. Examples: 
http://www.kidshealth.org, http://www.dietitian.com, 
http://www.webmd.com 

Allow Allow Allow 

Inactive Sites 

Sites that are inactive, typically reserved for later use. They 
most often do not contain their own content, may simply 
say "under construction," "purchase this domain," or display 
advertisements. 

Allow Allow Allow 

Job Search / 
Careers 

This category includes URLs related to finding a job or 
changing careers. This can include, but is not limited to 
resume writing, interviewing techniques, corporate web 
pages listing job openings, classified job advertising, and 
large job databases. Examples: 
http://www.careerone.com.au, 
http://www.careerbuilder.com 

Allow Allow Allow 

Nature / 
Conservation 

Sites related to green energy, ecology, nature and 
environment. 

Allow Allow Allow 
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News / Media 

This category includes URLs that provide online news media 
such as International or regional news broadcasting and 
publication. Examples: http://www.cnn.com, 
http://www.nytimes.com, http://www.washingtonpost.com 

Allow Allow Allow 

Newsgroups / 
Forums 

This category includes URLs that provides access to Usenet 
news or other forums for online exchange of ideas. The 
category is meant to cover the risks associated with content 
that changes frequently according to user activity as it may 
range from harmless to offensive. Furthermore, these sites 
are often not highly trafficked, making it difficult to 
categorize and provide appropriate coverage for each page. 
Examples: http://forums.offtopic.com, 
http://forums.clubsi.com, http://groups.google.com 

Allow Allow Allow 

Non-profits & 
NGOs 

Sites devoted to clubs, communities, unions, and non-profit 
organizations. Many of these groups exist for educational or 
charitable purposes. Examples: 
http://www.advocateweb.org 

Allow Allow Allow 

Real Estate 

This category includes URLs that provide information and 
services on commercial or residential real estate. This 
includes, but is not limited to sales or rental of living or 
retail space, guides for apartments, housing, and property, 
as well as appraisal and brokerage information. Examples:  
http://www.greatlandrealty.com, 
http://www.coldwellbanker.com 

Allow Allow Allow 

Recreation 

This category includes URLs related to recreational activities 
and hobbies. This includes, but is not limited to recreational 
facilities such as swimming pools, zoos, fairs, amusement 
parks, recreation guides, hiking, fishing, bird watching, and 
stamp collecting. Examples: http://adoption.about.com, 
http://www.sandiegozoo.org, http://www.yosemite.com 

Allow Allow Allow 

Religion 

This category includes URLs that pertain to religious topics 
and human spirituality. This includes, but is not limited to 
mainstream and fringe religions and groups, and spiritual 
conjecture and philosophy. Examples: http://www.isgh.org, 
http://www.scientology.org 

Allow Allow Allow 



Restaurants / 
Dining / Food 

This category includes URLs that provide information about 
restaurants, bars, catering, delivery and takeout. This 
includes, but is not limited to information about 
restaurants, online ordering of food, restaurant guides, and 
reviews. Examples: http://www.chevys.com , 
http://www.starbucks.com   

Allow Allow Allow 

Search Engines 
/ Portals 

A search engine is a commonly used web application 
designed to let the user search for content based on the 
terms used. Examples: http://www.yahoo.com, 
http://www.google.com, http://search.yahoo.com 

Allow Allow Allow 

Sports 

This category includes URLs related to sports, whether 
professional or recreational. This includes sporting news, 
events, and information such as playing tips, strategies, 
game scores, or player trades. Examples: 
http://www.trails.com, http://www.nfl.com 

Allow Allow Allow 

Translation 

This category includes URLs that allow users to enter a block 
of text or other URLs to translate the content from one 
language to another. Also included are language identifiers. 
These sites may present a risk that confidential information 
may be leaked or exposed to offensive words. Examples:  
http://translate.google.com/translate, 
http://babelfish.yahoo.com 

Allow Allow Allow 

Travel 

This category includes URLs designed to promote travel for 
either business or personal reasons. This includes, but is not 
limited to information about hotels, resorts, airlines, ground 
transportation, car rentals, travel agencies, and general 
travel information. This also includes sites that allow 
purchase of tickets or secure accommodations. Travel sites 
streams with potentially offensive material will also be 
categorized with the relevant category (e.g. Intimate 
Apparel/Swimsuit, Nudity). Examples: 
http://www.expedia.com, http://www.flysaa.com, 
http://www.polhotels.com 

Allow Allow Allow 

Vehicles 

This category includes URLs for manufacturers and 
dealerships of transportation vehicles such as cars, vans, 
trucks, SUVs, motorcycles and scooters. This category also 
includes sites that provide marketing, reviews, comparisons, 
pricing, and general information about motor vehicles. 
Examples:  http://www.chryslerllc.com, 
http://www.cartervwsaab.com, 
http://www.downtownhd.com 

Allow Allow Allow 

     
 


